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Building Security assurance in Open Infrastructure,
beyond

Security assurance is ground for confi-
dence that a system security works as
expected and is ready to face attacks
against service infrastructures. As of today,
there is no solution that monitors the secu-
rity assurance for telecom infrastructures
at the service level and builds up confi-
dence that the involve network elements,
infrastructures and services have the
specified security working as expected.

Main focus

Open systems such as communication
services are nowadays massively distrib-
uted. They rely on ubiquitous, evolving
and multi-domain communication infra-
structures composed of highly connected
sets of managed products. Many products
dedicated to security (such as firewalls,
proxies, anti-virus, intrusion detection and
prevention systems, and vulnerability

scanners), act as deployed security safe-
guards at application or network level.

In a first phase of the project (BUGYO,
Celtic project number CP2-002), we have
already demonstrated the feasibility of
federating the continuous monitoring of
deployed safeguards. This was realized to
gain objective confidence that the de-
ployed safeguards meet the security pol-
icy by the means of distributed probes and
a central assurance evaluation server.

The global aim of BUGYO Beyond is to
build a global continuous security assur-
ance methodology and framework that will
federate security assurance tools and
techniques for evolving communication
service infrastructures relying on different
technologies managed by multiple entities
that need to share security assurance
information.

J Approach

Surveys indicate that most
often security fails be-
cause the safeguards are
either misconfigured or
inadequately monitored.
The continuous security
assurance goal is to give
a global assessment of
)| the deployed safeguards’
configurations and proofs
that they comply with the
security expectations
stated in the security pol-
icy and the security risk
analysis.

A specific methodology for
continuous security assur-
ance monitoring of com-
munication services, de-
veloped during the first
phase of the project, relies
on a system of five assur-
ance levels codified in a
taxonomy, a security as-
surance model for static
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services and a six-step methodol-
ogy.

The challenges in BUGYO Beyond
are to enhance this methodology
and demonstrate its applicability
for multi-domain, ubiquitous and
evolving communication service
infrastructures.

To tackle these challenges, the
project studies a modeling ab-

straction called “assurance profile”.

Assurance profiles act as model-
ing patterns that can incorporate
best practice knowledge into a real
model of a service to reflect the
impact on the security assurance
of new parts of the relaying infra-
structure or evolution of third-
party’s network. Furthermore, the
measurement infrastructure is
improved to manage the dynamic
collection of base measures used
by metrics associated with assur-
ance profiles.

Another focal point is the security
cockpit that presents a synthetic
view of the global security assur-
ance level of each supervised
communication service. It enables
cockpit operators and decision
makers to monitor and correct
security assurance variations that
could lead to breaches using cor-
rect priorities and relevant busi-
ness related indicators.

Moreover, as security assurance
needs to be widely accepted as a
realistic source of confidence be-
tween communication service pro-
viders and third-parties, another
challenge of BUGYO Beyond is to
work towards proposals for stan-
dardization.

About Celtic

Celtic is a European research and
development programme, designed to
strengthen Europe’s competitiveness
in telecommunications through short
and medium term collaborative R&D
projects. Celtic is currently the only
European R&D programme fully dedi-
cated to end-to-end telecommunicati-

on solutions.

Timeframe: 8 years, from 2004 to
2011

Clusterbudget: in the range of 1
billion euro, shared between govern-

ments and private participants

Main results

The major result expected is a
dynamic, multi-domain and con-
tinuous security assurance
monitoring framework including
methodologies, best practices,
tools, and a management cockpit.

The project will provide:

+ The structure of service security
assurance profiles, as the
means to define security assur-
ance needs for whole or part of
service provider’s infrastructures.
This will enable multi-domain
monitoring in which service and
third-party providers can agree
within a security level agreement
(SecLA) on commonly accepted
service security assurance pro-
files.

+ The dynamic assurance meas-
urement framework aims fto
continuously gather the neces-
sary base measures across the
evolving communication infra-
structure, produced by dynami-
cally deployed probes, on which
metrics of service assurance
profiles rely.

+ The Security Assurance Cock-
pit represents the interface for
the service provider's decision
maker to prioritize necessary
operations to maintain a targeted
security assurance level.

The project will also draft a pro-
posal for standards and define a
process for the certification of
security assurance profiles and
metrics.

Participants: small, medium
and large companies from tele-
communications industry, univer-
sities, research institutes, and
local authorities from all 35 Eure-

ka countries.
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Impact

All actors involved in the operation
of communication service look for
methodologies and tools to man-
age in real-time the confidence
they can have in the security of the
services they provide to their cus-
tomers. Security is no longer an
option service providers can ig-
nore. But, having a deployed secu-
rity does not mean the security is
effective.

Following the BUGYO approach,
BUGYO Beyond will continue ad-
dressing a better security rather
than a larger security.

The project will help clarifying op-
erational security assurance at
three interfaces:

+ Between service providers and
third-party infrastructure provid-
ers.

+ Between service or infrastructure
providers and infrastructure
equipment vendors.

+ Between end users and service
providers.

BUGYO Beyond results will help
building communication services in
which deployed security is more
reliable and sustainable along the
life-cycle of the service infrastruc-
ture no matter it relies on third-
party infrastructures. They will give
service providers the ability to in-
crease the confidence in the secu-
rity effectiveness of the services
their customers pay for.



