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 CyberWI works on security solutions inte-
grating seamlessly over such infrastruc-
tures as Cloud Computing, IoT networks 
and Embedded Systems. The goal is to 
enable IoT for companies to deploy se-
cure services operating across different 
infrastructures. Use cases and require-
ments to achieve the projects goal are 
gathered from industrial partners. 

Main focus 

Industrial systems have lately evolved 
from manual processes to efficient auto-
mated systems, increasingly interconnect-
ed, or connected to the Internet. When 
connecting the systems from physical 
domain to the Internet, security becomes 
an important concern. Currently many 
security solutions for cloud, Wireless Sen-
sor Networks (WSN) or mobile are propri-
etary, and the available standardization is 
fragmented - if any. Available security 

solutions cover only parts of the neces-
sary mechanisms for end-to-end security. 
Especially small industrial actors find it 
difficult to set up and evaluate secure sys-
tems and existing solutions. The main 
objective of CyberWI is to show a way 
towards deployment of commercially via-
ble and accessible secure systems that 
can be implemented in the near future in 
Industrial Internet applications. 

CyberWI will provide solutions to these 
problems by gathering security use cases 
from different industrial verticals. Based 
on them the project defines common prob-
lems and design solutions applicable to a 
broad range of verticals. . 

Approach 

Security is one of the biggest challenges 
to overcome before the applications can 
utilize the Industrial Internet. Security chal-
lenges should be tackled for the Internet 
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Cyber-security in the Wireless Industrial use cases 

Most common threats in wireless network presented in one sketch. 
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to be utilized in critical industrial 
systems. CyberWI will face numer-
ous telecommunication challenges 
including security solutions, suita-
ble for limited processing and en-
ergy capability of M2M, mobile and 
wireless sensor application.  

In order to ensure that the ob-
tained results work in a production 
environment, demonstrators and 
test beds will be implemented and 

publicly presented. Project work 

will be disseminated through 
workshops and publications, 
as well as international stand-

ardization. 

The target groups of the CyberWI 
exploitation activities are telecom-
munication operators, data pro-
cessing related companies and 
industry, traffic and other related 
authorities and political decision 
takers. In addition, the equipment 
manufacturers (fixed or mobile), 
municipalities and commercial 
companies are targeted. CyberWI 
will produce a specific exploitation 
plan with detailed measurable list 
of activities and objectives for 
each target group. 

Main results 

CyberWI will design solutions for 
authentication and authorization, 
privacy protection and security 
testing across the different carrier 
technologies (cloud, IoT, WSN, 
mobile), thus ensuring seamless 
integration of such systems across 

technological boundaries (e.g. in a 
WSN reporting to a cloud service). 

CyberWI will also actively partici-
pate in ongoing security standardi-
zation activities, in order to ensure 
that requirements from the Cyber-
WI use cases are covered by the 
solutions that get standardized. 

Impact 

CyberWI will result in a harmoniza-
tion of security approaches cross-
ing different technological bounda-
ries and different verticals, benefit-
ing small commercial actors that 
need to implement or deploy secu-
rity solution in one of these fields. 
It will provide possibilities to utilize 
innovation potential of the market 
of IoT, WSN, mobile, and cloud 
products and services with a 
standardized, security solution.  

Security solutions will work as 
business enablers for technologi-
cal innovations in products and 
services in various markets. 
CyberWI will provide new business 
opportunities to various kind of 
security testing, intrusion detec-
tion, DOS (Denial of Service)/
DDoS (Distributed Denial of Ser-
vice) prevention and encryption 
tools and services in the industrial 
domain.  


