S ecure
E mbedde
E lements
I D ata pro
W 4 the
Y C loud

\\

CAN WE PLANT A SEED TO BUILD TRUSTED.CLOUDS 2

el
By i Jeam=Marc Lambert, Cloud Computing'‘R&D; Gemalto

http://www.celticplus-seed4c.org/

i v X
B3 dqcis I el o 1a:
¥ B aomiinG PRRTTERIY | o -
— b oo DE ESRASIA -] mﬂ FRTAGLL
sumssivisss | diection générale de la compétitivité i . sete
de Uindustrie et des services - - Korea Institute Smart Connected World
for Advancement of Technolegy



Context

Security of the Cloud is still an
roadblock to massive cloud adoption
In critical segments.

Protected Policy

Customers need trust, and want to
keep control of their assets

Need to harden cloud security

« Enforce various security policies
(e.g., regulation and business policies)

Let customers define & control these policies
‘Provide evidences of the policy enforcement
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Objectives

= Building a Trusted Cloud Computing Base (TCCB)
Based on

* A Cloud of minimal Trusted Computing Bases: the SEEDs
(Managed by the NOSE : Network of Secure Elements)

Trusted Services

Cloud Management System

Assurance

Trusted Execution
And Policy enforcement
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Objectives

= Building a Trusted Cloud Computing Base (TCCB)

Based on

* A Cloud of minimal Trusted Computing Bases: the SEEDs
(Managed by the NoSE : Network of Secure Elements)

And

 That can guarantee end-to-end security of service

SECURE
FEDERATED
CLouD

NETWORK DISTRIBUTED CLOUD NODES
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SEEDA4C: Security Embedded Element
and Data Privacy for Cloud

eltic-Plus

&
C Smart Connected World



SEEDA4C approach

« Secure Element Extended (SEE)
- Store securely critical data and execute securely critical apps
- Support multi-tenant data & apps
* Network of Secure Element Extended (NOSEE)
- Secure administration & exchange across cloud nodes.
- Allow Tenants to manage their credentials & trust seeds.
- Eqg. allow critical data to be processed only in secure & compliant VMs
(certified location, local key storage,...)

Coordinated Security
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Deliver Trusted Services

Trust &

Assurance Policy
Execution

Trust &

Assurance Trusted
Execution
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SEEDA4C scope of work
Modeling, Deployment, Enforcement and Assurance

in Depth

Security properties

Enforcement E A Assurance

In depth security and assurance
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App & Policy :
Deployment el ‘ Monitoring
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SEEDA4C: Enforcement engine
Cooperative security: the SEE model

« SE are multi-tenant (isolated security domains)

» SE services offered by a dedicated SEE VM

* NoSEE Admin: Manage the attached SE (GP), the allocation of nodes to
tenants & mirroring Tenant’s security domain into SE(s)

« Tenant Admin: Manage security data and function in tenant security domains

SE

Tenant 1 security domain

Data
- Keys
Functions

Tenant 2 security domain

Data
- Keys
Functions

Shared security domain

Data
- Location
- Time/date

-Functions
- Encrypt/decrypt
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SEEDA4C Use-cases
Various types of use-cases at different cloud levels

(laaS, PaaS, SaaS)

A
WebCom Fil
(eg WebRT Shari
- L
—
(] [ ] i

Enterprize
Crvpremse

IAM authentication Security monitoring Telco services
and auditing PaaS environment in the cloud (NFV)

Application Server T#2
Application Server T#1

Iaas level security Admm'St:;': € access VvHSM + key ceremony

! G

eltic-Plus

Smart Connected World

SEEE@

CeltcTius


http://en.wikipedia.org/wiki/File:OpenStack.png

As a Conclusion : L}
S’
Seed4C provides : Em

= Tenant's defined Security Policy & Control
= Security aware placement & deployment engine

= Modeling, Deployment, Enforcement
and Assurance solution

= Enforced by :

= The Network of Secure Elements Extended (NOSEE)
= The Secure Elements physically present in each trustable cloud node.

= The Assurance Framework providing evidences and allowing
continuous monitoring.
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