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Project Information

Cyber-Physical Resilient and Secure Systems

The CYPRESS project focuses on develo-
ping advanced cybersecurity solutions for
Cyber-Physical Systems (CPS) used in
critical infrastructure, smart cities and
smart buildings, and emergency networks.
It aims to create lightweight, scalable pro-
tocols and methods for secure communi-
cation, fine-grained access control, key
management, edge computing, and intru-
sion detection, by leveraging standards
like CoAP, OSCORE, EDHOC, and ACE-
OAuth. The project also emphasises Al-
driven anomaly detection, adaptive de-
fences against adversarial attacks, and
machine learning techniques for IloT
security. Additionally, it develops solutions
for secure device management, automa-
ted onboarding, and trusted software up-
dates. By promoting open standards and
interoperability, CYPRESS enhances the
resilience and commercial viability of CPS,
ensuring strong authentication, privacy,
and robust protection across network lay-
ers.

Main focus

The primary objective of the CYPRESS
project is to develop innovative cyber-
security solutions for cyber-physical sys-
tems (CPS) that are both effective and

H

lightweight, and feasible to run on re-
source-constrained devices. Cybersecurity
solutions will focus on protocols and me-
thods for ensuring both network and com-
munication security, as well as for enab-
ling the effective and efficient security
management and security-driven develop-
ment of CPS-based applications and ser-
vices. The developed cybersecurity soluti-
ons constitute substantial input and contri-
bution to standardisation activities, especi-
ally in the premier international body, the
Internet Engineering Task Force (IETF).

Approach

The CYPRESS project focuses on develo-
ping advanced cybersecurity solutions for
Cyber-Physical Systems (CPS), targeting
critical domains such as energy produc-
tion, smart cities, automated device ma-
nagement, 5G/satellite-based communica-
tions for Public Protection and Disaster
Relief (PPDR), and environmental monito-
ring. The project will define detailed use
cases and requirements to guide the de-
sign of modular, interoperable solutions
that address specific functional and
security needs.

Security solutions will be validated through
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proof-of-concept  software and
integrated into demonstrators,
paving the way for commercialisa-
tion by industrial partners. Key
contributions  will also support
standardisation efforts, particularly
within the Internet Engineering
Task Force (IETF).

The work in CYPRESS includes
project management, progress
tracking, and partner coordination;
identification of use cases, require-
ments, and technical challenges,
establishing reusable workflows,
APIs, and data formats; secure
communication, intrusion detec-
tion, and edge computing, develo-
ping techniques such as end-to-
end communication security, fede-
rated learning, anomaly detection,
and secure routing in dynamic
mesh networks; lifecycle security
management, including key provi-
sioning, access control, device
enrolment, software/firmware up-
dates, and privacy-preserving
techniques; integrated demonstra-
tors for each use case, validating
cross-partner technologies in ope-
rational scenarios; and dissemina-
tion, standardisation, and exploita-
tion, ensuring that results contribu-
te to international standards (e.g.,
in the IETF) and supporting com-
mercialisation through business
models and IPR strategies.

Together, these efforts aim to deli-
ver scalable, lightweight, secure,
and standardised cybersecurity
solutions for CPS that are widely
applicable and ready for real-world
deployment.

Main results
The CYPRESS project aims to

enhance the security and resi-
lience of Cyber-Physical Systems
(CPS), particularly in critical infra-
structure, smart environments and
emergency networks, through the
development of novel, lightweight,
and standardised cybersecurity
solutions. These include protocols
for secure communication, access
control and key management that
build on standards such as CoAP,
OSCORE, EDHOC and ACE-
OAuth; intrusion and anomaly de-
tection powered by Al; and secure
edge computing architectures with
multichannel routing and zero-
knowledge-based approaches.
Emphasis is placed on end-to-end
security, including post-quantum
adaptations, dynamic and fine-
grained access control, secure
device onboarding, and automated
software updates. CYPRESS also
targets secure identity and creden-
tial management across distribu-
ted systems. The project integra-
tes these solutions into real-world
use cases—such as energy pro-
duction/distribution, smart cities
and smart buildings, network de-
vice enrolment, public protection,
and environmental monitoring—
through proof-of-concept imple-
mentations and demonstrators.
Standardisation plays a central
role, with contributions largely di-
rected toward the IETF to ensure
interoperability and facilitate wide
adoption. By promoting open, mo-
dular, and scalable security soluti-
ons and architectures, CYPRESS
will reduce operational costs, im-
prove system robustness, and
accelerate market deployment of
secure CPS-based services and
applications.

About CELTIC-NEXT

CELTIC-NEXT is the EUREKA Clus-
ter for next-generation communica-
tions enabling the digital society.
CELTIC-NEXT stimulates and or-
chestrates international collaborative
projects in the Information and Com-
munications Technology (ICT) do-
main.

The CELTIC-NEXT programme inclu-
des a wide scope of ICT topics based
on new high-performance communi-
cations networks supporting data-rich
applications and advanced services,
both in the ICT sector and across all
vertical sectors.

CELTIC-NEXT is an industry-driven
initiative, involving all the major ICT
industry players as well as many
SMEs, service providers, and rese-
arch institutions. The CELTIC-NEXT
activities are open to all organisations
that share the CELTIC-NEXT vision

of an inclusive digital society and are
willing to collaborate to their own
benefit, aligned with their national
priorities, to advance the develop-
ment and uptake of advanced ICT
solutions.
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Impact

The CYPRESS project focuses on
developing standardised security
solutions for Cyber-Physical Sys-
tems (CPS) to enhance trust, in-
teroperability, and speed up com-
mercialisation. Key deliverables
include product versions of the
Yggio loT platform and the Applio
Sense Platform, improved Edge
Computing  Security ~ Modules
(ECSM), multichannel router tech-
nology, and advanced cryptosys-
tems. By promoting open stan-
dards, the project enables vendor
interoperability, reduces develop-
ment and operational costs, and
simplifies system integration and
maintenance. A common security
framework also supports easier
competence building and faster
innovation. Collaboration among
diverse partners ensures effective
design, implementation, and de-
monstration of these solutions
during the project. It also helps
identify optimal integration me-
thods and encourages broad in-
dustry and research consensus on
new security protocols. This
cooperation is expected to lead to
widely accepted standards, increa-
sed market adoption, and long-
term sustainability of solutions for
secure CPS. Ultimately, CYP-
RESS aims to create a robust
security ecosystem that fosters
user trust and commercial suc-
cess.



