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Highly Cited
Researcher
2025
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and Electrical

Engineering
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Madhusanka Liyanage

Associate professor/Ad Astra Fellow
University College Dublin, Ireland >

Director of Network Softwarization and Security Labs (NetsLab) at the UCD School of CS

Secure funding for more than 13 Million Euros and currently Pl for Seven large EU level 6G/Al
Security related projects

S Clarivate

Co-authored over 300 publications, including seven books with Wiley and two patents (Google
Citations: 22000+, h-index: 63+).

Expert consultant at European Union Agency for Cybersecurity (ENISA) "2020 IEEE ComSoc
Outstanding Young Researcher" award by IEEE ComSoc EMEA

Highly Cited Researcher 2025 by Clarivate in the field of Computer Science - Top 0.1%
Scientists

World's Top 2% Scientists (2020, 2021, 2022, 2024 and 2024)
Ranked among Best (Top 1000) Rising Stars of Science in 2024 and 2025 by Research.co
Research Interest: 5G/6G Security, Blockchain for 5G/6G Networks, Al/FL/XAI Security
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Connect digital,
physical, and human

worlds to augment Al/ML Training and 6G protocol 6G Radio Access

inference stack Network

the potential of
Connections Information and Machine and human beings
and mobility social interaction sensor data Al-native 6G

‘el . * 6G = Intelligence, Autonomy, and
The 6G VISIOn' Global Integration.
More Than Speed

“6G is not just about connectivity; it’s about confidence in what connects us.”



* Cyber threats, misinformation, generative Al—
undermining digital trust.

Why Trust Is the * 6G will connect everything, including
New Currency autonomous systems and critical infrastructure.
* Each node = both an opportunity and a risk.
Connectivity without trust is like speed without control—powerful, yet fatally risky

uel ‘ NetsLab@




TRUST BLUEBPRINT OF 66

The 6G Trust

N
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Bl int
p SECURE EXPLAINABLE ZERO-TOUCH SUSTAINABLE &
INTELLIGENCE & RESPONSIBLE & ZERO-TRUST QUANTUM-SAFE
.\ SECURITY NETWORKS

* Four foundational pillars:

Secure Intelligence: Protecting
Al-driven decisions.

* Explainable & Responsible Al:
Transparency for machine

: e
reasoning. , | )
e Zero-Touch & Zero-Trust " | e e K/
. . . | NO IMPLCIT TRUST \ :
Security: Autonomic protection. | |
Sustainable & Quantum-Safe L e - . - ’ N
Networks: Long-term resilience. < S = '




Secure Intelligence: Protecting Al-driven decisions

Cloud Al

-A

Al has multiple roles in 6G oo @ (‘é”\)
Security
- Detect Vulnerabilities
Al in 6G as a Defender Juiihoiaioll N B

a0
CE0
=0
o

.@@

Centralized Cloud
6G Core

Al in 6G as a Resilient o EEE* ;

Cross-domain
Connectivity

6G Applications

/1 Fully Distributed
| Al for Drones

L4 @ ..

L4
I ((( ))) :__ . RN Fully Distributed
16 Tiny /& & : Learning Network

I cell < N of Autonomous
N 2 Cars

Al based Security Deployed
- Authentication/Authorization
- Anomaly Detection with Al

Automated Network and

Enabler Poisoning Data g % g /é
Extracted Al Models
- Attacks on Learning Phase Service Management Layer

Al in 6G as an Offender
- Attacks on Inference Phase

AI | N 6G as a Ta rget - Model's API based Attacks Adverearios @ | e |

N @ | Al in 6G as a Defender |

O o O o ' o O °
C~0 2 O~ - O-D e O=0 o @ | Al as an Offender |
O 0 O 0 O o O o
Al in 6G Alin 6G Adversaries Alin6G  Resilient
Operation  Security using Al Attacked Alin 6G

“Al will defend 6G—Dbut only if we defend Al first.”

Transport/
Delivery

I

Intelllgent Transportation/ V2V

Brain Computer Interactions

‘ NetslLa b




Al-Assisted (5G) AI-Native (6G) S A?;g"glgf:lfiglvetworks

Enhanced 5G Applications Al-Native Control Plane
Non-Real-Time

Adaptive Al Agents

Digital Twins & Continuous [earning Self-Adapt & Self-Coordinate

Human-in-the-Loop Reactive & Proactive Control Retain Memory & Pursue Long-Term

B

Autonomous Al Agents
Perception Attacks )
RAN & Core Network Intelligent RAN & Core » Telemetry Poisoning @
# Sensor Spoofing

5G Applications Al-Driven Services

» Memory Poisoning
X » Goal Hijacking
» Policy Manipulation
. J - J

» Reward Shaping

Cognition Attacks

Actuation Attacks:

» Misconfiguration Cascades @
Al-Assisted — Al-Native —— Agentic Autonomous » Autonomous Policy Conflicts

» Self-Reinforcing Failures




Threat Surface for Agentic Al in 6G

(Text nput ..
—P
@ ) 2 6 E @
Prompt Injection Al Supply Chain Threats
(Direct/Indirect & Multimodal Agentic AT Node (Backdoored Models/Compromised APIs)
Goal Hijacking) (Autonomous Otchestranon & Management)

Perception C ognition &
| Layer || Memory
) ' N [

Planning & Execution |
Decision Interface
RL Environment Manipulation p 7

(Reward Hacking & Observation Spoofing) ]’_nteII-face

) «/@FJ

Adversarial Perception Attacks Execution Security Failures Multi-Agent Attacks
(RF Signal Manip. & Sensor Spoofing) (Unsafe Autonomous Loops & Cascading Faults)  (Sybil, Collusion & Swarm Disruption) gfT] ‘ NetsL b-ﬂ
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HOW Welrust Al'x




Explainable & Responsible Al: X * *

Transparency for machine o s N T 0
. Intelligence | ¥ L

reasoning o A "OF RICH

/ﬂl,

e Specially, in critical systems - Al decisions
must be understandable, verifiable, and
reliable.

“If we cannot explain what our Al decides, T AN P S A
we cannot trust what our Al defends.” AI REGULATION BILL

Impact on the FE Sector
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Before: Traditional Compliance

Forbes

Tik'Tok Sets Aside $1 Billion To

Cover I'uture European Data

Privacy Fines Social Media

BlB]C]

Home News Sport Business Innovation Culture Arts Travel Earth Audio Video Live

Facial recognition: School ID checks fEUEIUEE

lead to GDPR fine Software

= Q FINANCIAL TIMES EE=R & son
Letter

Letter: Monzo fine exposes fintech compliance gaps

From Marit Redevand, CEO & Founder, Strise, Oslo, Norway

nmm Fintech

Published JUL 14 2025

Q

About Advertise Events Calendar Business Wall

SMEs are risking fines of up to £17.5 million for serious
Faches of GDPR principles.

£ SME-ADMIN FEATURES, LEGI

Now: Al Regulations Emerging!

TECH

EU kicks off landmark Al law
enforcement as first batch of
restrictions enter into force

UPDATED MON, FEB 3 2025-9:41 AM EST

PUBLISHED MON, FEB 3 2025-2:24 AM EST

BLUEPRINT FOR AN Al BILL
OF RIGHTS

MAKING AUTOMATED SYSTEMS WORK FOR
THE AMERICAN PEOPLE

ot » osTP

ﬁg;rliament N z
A KNS

Parliamentary Bills

j# HOUSE OF LORDS

UK Parlioment > n > Parliomentary Bills > Artificial Intelligence (Regulation) Bill [HL] 3\ Bill feed

Artificial Intelliaence (Reaulation) Bill

SOUTH KOREA'S NEW Al FRAMEWORK
ACT: A BALANCING ACT BETWEEN gy
INNOVATION AND REGULATION \\.;’

Next?

Al Act: Upto €35 M
s non-compliance in
Al use

EU Al Act Max Fine

85

EU Al Act Max Fine




Compliance Hasn't Caught Up with Al

STATIC LEGACY COMPLIANCE DYNAMIC Al REALITY
TR o
Iso thPi}
27001 - .
~ Al DRIFTS & CHANGES DAILY:
YEARLY AUDITS & STATIC POLICIES: o NEED FOR IN-HOUSE SOLUTIONS FOR DYNAMIC
AN o TOO SLOW FOR Al CHANGES. Al REQUIRMENTS

/ﬂ -

) TS, 5T TR | PRODUCTIELEVEIE coganLlANgE. At
& o FAILS TO ASSESS Al BEHAVIOUR DIRECTLY L 1VY = A0S S HAAL SIS, O LA A CLATICI

REACTIVE: PROACTIVE:
o ISSUES FOUND AFTER DAMAGE IS DONE o MUST DETECT VULNERABILITIES BEFORE

DEPLOYMENT

Al Makes Static Compliance
OBSOLETE!
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Static Rules cannot govern dynamic Intelligence! i | NetsLab ) ‘) ConehicldA]



o= =FE |
= . e Explainable Al: Transparency for
into output S —- 2 . .
== T machine reasoning
ok [
arv.count -4 =
== =}
~wiim = |« Role of XAl in 6G security
T * Improving the accountability and explainability
_ of Al-based security Systems
Explainable Al * Helps to real-time fine-tune models to improve

detection accuracy and reduce false positives.
S * Improve the attack detection and mitigation
L L R ——  E.g Zero-day attack detection and Poisoning
A k attack detection
* Improve accuracy and reduce the cost
* Reduce the number of features for fast

~ W training and inference

“If we cannot explain what our Al decides,
we cannot trust what our Al defends.”
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Explain to Justify Explain to Control  Explain to Discover Explain to Improve




Automated Security in 6G:

Zero-Touch, Zero-Trust Architecture

e Zero Touch Security automates threat
detection and response in 6G networks using
Al, reducing human error and ensuring rapid,
scalable protection.

* Al-driven predictive cybersecurity
algorithms

* Al/ML-driven security orchestration
e Zero-Trust: “never trust, always verify.”

 Enable Zero Trust Architecture for 6G:
Continuous verification of all connections.

“In 6G, trust is continuous—not a one-time certificate. And Only
automation can secure continuous trust in a billion-device 6G world.”

Observe
Data collection and Insigths derivation

Pre-Processing \fmm available data




Energy-Efficient and Responsible Security

* Why It Matters in 6G @
* 6G connects billions of devices — security must stay Y g
energy-smart. r een

* Traditional methods drain power and don’t scale to
edge systems.

Multi-level security

Sustainable DynaAmic security Hierarchical security
* Sustainable security aligns trust with energy efficiency. EA"MLh t. a"‘“SE""e"tS sz“"ec‘f":
nergy harvesting nergy aware ine grain

security hardware  security policies  access control

)

e How to Achieve It

* Energy-aware cryptography: Minimize computation and

.. i Energy efficient Pri
Moving-target i rivacy

transmission. defense strategies security and privacy quantization
« Adaptive security: Adjust protection by context and ior 86

energy.

. . . . . . Securi ti

« Efficient privacy: Lightweight noise in Differential e

Priva Cy, |OW'COSt FL mOdel S, co?nept‘gr?gr:ts Data sources  Stakeholders  Applications

* Edge—cloud collaboration: Multi-level security by
offloading heavy tasks to green data centers. % ROBUST-6G
rs

“In 6G, security that wastes energy is itself a threat.”




Quantum Key Distribution
(QKD)

- BB84 Protocol
- E91 Protocol

Post Quantum-safe
Cryptography

— - Multivariate Cryptography
Quantum Secu r|ty - Hash-based Signatures

- Device Independent QKD

\ - Lattice-based Cryptography
- Fields QKD e - Code-based Cryptography

Quantum Assisted - Quantum Machine
Communication ~ Learning

Quantum Resistant
Networking Hardware

Quantum-based Attacks

- Quantum-safe Hardware
Security Modules (HSMs)

- Cloning Attacks

- Collision Attacks
- Fault Injection Attacks

- Quantum-safe Blockchain Nodes

Quantum-Safe 6G
- Post Quantum VPN Nodes

Communications

* Securing 6G communications should be targeting on
integrating Quantum key distribution and post-

Qu a nt u m— ReSi I ie nt GG quantum cryptography for long-term network

security, including challenges that could arise in a
post-quantum era.

ENSURE-6G I
“6G must be ready for a world where quantum power can break today’s trust.” gz
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Security is a Pervasive
Function in 6G

Hexa-X-ll 6G E2E system blueprint

User/Data plane
Control plane

Application enablement Crv—— oo
platform & Application layers:  mutistakeholders
« a unified platform for developers 3 Application layer
and third-party applications to
leverage 6G capabilities. pm==ssssssasssasssazasaa Service exposure & programmabillty = === == === === -m=nomoeoo oo

Application enablement platform layer

Network functions layer

+ asingle radio access technology,
an extended core, and beyond
communications capabilities

Service exposure & programmability Service exposure & progr.

Beyond Communications functions

Localisation Sensing

. Al(aaS) functions
AlaaSF

Federation APIs

Management & Orchestration

6G RAN NF

Transport NFs

Infrastructure layer
» delivering a cloud continuum

Security
Privacy &
Resilience

Network functions layer

Service exposure & programmability

Cloud continuum

Infrastructure layer

Pervasive functionalities
« enabling Al/ML, data, security, and
automation across all layers

Hiomawel)
Juswebeuew
Eleg

Al framework

Pervasive functionalities

Courtesy to Dr. Pawani Porambage, VTT, Finland



Conclusion

* 6G will redefine connectivity.

* Trust is not optional—it is the blueprint for its
survival.

* Four foundational pillars: Secure Intelligence,
Explainable & Responsible Al, Zero-Touch & Zero-
Trust Security, Sustainable & Quantum-Safe
Networks

“Trustisn’t a layer in 6G—it’s the core
that enables reinvention.”

0en >
o NetsLab !’




Network Softwarization and
Security Laboratory (NetsLab)

NETSLAB is a research group at the UCD School of Computer

Science that mainly focuses on the security and privacy of _ .
future mobile networks, including 5G and 6G. https.//netslab.ucd.le/

* Director: Dr. Madhusanka Liyanage BGSNS ][
| d a

Securing the future of connectivity

e Over 30 members including 2 Senior Researchers, 6 Esylgng'gg
Post-docs, 16 PhD Students, 3 RAs .@ -
=
* Published over 300 publications in 5G/6G Security and E Vm ROBUST 6G
Blockchian Topics .- BR ' CKS
* Contribute to ESTI, 6G-IA, ITU, ENISA, IEEE etc _
seirint ENSURE-6GII GAlEDGE
0 censhield al
Implementing Network . -
Blockchainin || Softwarization [EF=FeaLLEg™" " = CONNECT >
5G/6G and Security [y R s gl Hirreiotmatidi L;?JLS

Networks Automation




Follow us
in Linkedin:

Thank you!!

Contact email: madhusanka@ucd.ie
Web: https://netslab.ucd.ie/
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