Al Sandboxing for 6G Eco:

From Digital Twin to Autonomous Networks
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Why Data Matters for Al-native 6G

A 6G-native Al system is only as good as the data it receives

To build trustworthy Al madels, we must verify not only the Al but also the system generating the data and the data
itself.

Measurement and Verification Layer
E System »:@3 Data » @]@ Al

The three fundamental questions are: If not... it may

1. Where do the data come from?
An Al-native 6G workflow requires multiple complementary data
sources. No single source is enough.

2. How do you ensure this is “good data”?
“Good data” means accurate, clean,consistent, and usable.

3. How do you ensure the data is-up-to-date?
Al for 6G must continuously adapt as the network evolves (mobility,

load, weather, interference, new deployments). Instagram, Nov 6th 2025



4 \/ideo posted on Instagram & Youtube on Nov 6th 2025.
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J AlMode All News |Images Videos More ~

was in the past Al mistaken this Al phenomenon as true € © 10sites

. ) #ViralVideo - Fish
Yes, search engine Al features and chatbots did mistakenly confirm the fake swimming on railway...

Georgia fish rain as a real historical event. ¢ 10 Jul 2026 — THE
BREAKTHROUGH DISCOVERY:...
When the Al-generated video went viral in November 2025, it created a feedback loop o~
. . . . awr.. Facebook - | Love Siliguri
that exposed a common vulnerability in how Al processes information. # Yo
Does the video show a rain of fish that occurred in
Nice, France?

10 Jan 2026 — It is an extremely realistic digital simulation,
How the Al Got Fooled but it has no basis in the physical world. The use of Al to...

A } ) } . Boatos.org
The mistake occurred due to a technical flaw in Al data retrieval rather than the Al

-

"believing” the video: & Raining Fish? Be Better |

MitchCK

+ Data Saturated by Social Media: Thousands of users reshared the fake video with 25 Nov 2025 — Alan Shoemaker
captions like “Fish raining in Georgia!" Al search crawlers scanned the internet, saw not yet. Actually the reason why...
ar‘n overwhelming spike in people talking about the event, and indexed it as a trending ..EﬁFacebook - OOt

piece of news. @ X-NewsX +2

Validating with Real Science: Because "animal rain” is a real, scientifically Show all

documented phenomenon caused by waterspouts, Al search summaries cross-

referenced the fake Georgia reports with real meteorological science. @ Instagram +1

The Hallucination Loop: Instead of flagging the video as a hoax, some Al models
combined the fake viral rumors with real scientific facts. The Al generated summaries
confidently stating that a real fish rain had occurred in Blue Ridge, Georgia due to a
storm. @& instagram +3

Gemini Al will finally acknowledge that this is a fake news and explain
how the Al get fooled ! Only since July 2026
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Data pollution via Adversarial Machine Learning techniques

Deep learning technologies (DNNSs) has enabled high-accuracy Al systems to be widely
deployed in real-world applications, but their vulnerability to adversarial attacks poses
significant security risks, making robustness a critical challenge.

Original image
97.3% macaw

Adding small, well-crafted perturbations to the original image leads DNNs into making
iIncorrect predictions, and not by just a bit!

https://doi.org/10.3390/electronics91119¢
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What if you train a Neural receiver with incomplete data?

1B

 Published paper on 5G Beam selection for a supervised, q ,v‘ i
o 2

Multi Class Classification CNN model. =
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» Dataset was made public as part of the publication.

Actual: There are 61 classes in the labels, but the dataset is

imbalanced with the top-1 class occupying 61.25% of the labels in
the train set respectively, and the

Feedback: = Taiing Data
(1) Collect more data points for classes with less data points.

(2) Under sample classes with many data points, or over sample
classes with less data points.
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Klautau, Aldebaro, et al. "5G MIMO data for machine learning: Application to beam-selection
using deep learning." 2018 Information Theory and Applications Workshop (ITA). IEEE, 2018.
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Antenna Pairs

https://github.com/lasseufpa/5gm-beam-selection/tree/master/classification (Transmitter Antenna, Receiver Antenna)
KEYSIGHT © Keysight Technologies, Inc.



The Four Steps of AI-RAN

Building the Data Pipeline that Powers Al-Native 6G

The Safe Sandbox for Al

e The first operational
capability of Al-native
i 6G

Turn Data in
Understanding

Turning raw data into
curated Al-ready
dataset

M“ KEYSIGHT © Keysight Technologies, Inc.
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Digital Twin — The Safe Sandbox for 6G Al

KEYSIGHT

Making of the Digital Twin Digital Twin creation

KEYSIGHT © Keysight Technologies, Inc. 3



Digital Twin — The Safe Sandbox for 6G Al

Virtualization Virtualization — Generate a calibrated digital twin

D s from field measurement
Channel Data Generation — Generate and export

v\ 'I 2 8 '\ (o 8
Site measurement T A £ 2
@ Channel Data site-specific channel data

RaySim RF Digital Twin
RTINS

W Generation
y 3 Beamforming prediction — Predict and optimize
Lap kPl e oding the network’s beamforming
I = ‘ 4 ) KPl Verification —Compare over-the-air
I e St l D performance with Keysight emulated testbed
Covovoooomi Mobile Test Device

PROPSIM

Very High Accuracy RMSE = 3.57 dB
~—— Field
- Simulated

RSRP [dBm]
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Digital Twin — The Safe Sandbox for 6G Al

S
-

3GPP TR 38.901 Rel-19 aligned lab solution

1 |ISAC Modeling

Unified ISAC modeling and solution

Scalable platform from early sensing R&D to full system

ISAC Use
Case scenario
modeling

validation

3 Real-World ISAC Deployed in a Network

KEYSIGHT = 58808A ISAC Channel Emulation Toolset Ssiiie Gansing

example

2 Real-Time ISAC Emulation

JH TS
g

Validated ISAC
algorithms and

devices
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Sensing Signal
KEYSIGHT ~ S8808A ISAC Channel Emulation Toolset

~=mm» Communication Signal
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Digital Twin — The Safe Sandbox for 6G Al

KEYSIGHT © Keysight Technologies, Inc.
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Network Insights — Cloud-Native RAN Observability

Today’s observability tools are costly, limited, and
vendor-locked. Mobile Operator get a report every 5 minutes!

There are almost no valid datasets available with enough  Reas| network —
resolution; DT is still only synthetic data! Good but not real!

RAN observability remains complex and expensive, with
traditional tools difficult to deploy and manage.

O-RAN disaggregation and open telemetry enables Sdtretana J { oora! | | J relemetry

standardized cloud-native observability. P
pps

Keysight provides the observability framework! 3

.45 FlexRIC

Observability supplies the trusted, real-time o
data Al requires to detect issues, optimize the ) | o
network, and prove ROI -

CoreC OI'I'Ipl iant
of Devices 100’s of Cells 100's of E2 Nodes to Traffic Model

KEYSIGHT Keysight restricted 13



Al-RAN Deep Telemetry Private Network PoC

Demo of a live Al RAN deep telemetry system at EUCNC 2026
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Al-RAN Deep Telemetry Private Network

RAN Data Lake — Observability Framework Internet
Server E: 10.20.4.1

RAN Data

- o
Grafana ||/ @ influxdb :gﬁ FlexRIC ! @ telegraf
|
1

Tenerife

COT Servers
VNFs deployed
in k8s pods

Live Cell ID’s

L1 =6733824
L2 = 6733825
L3 =6733826

PLMN ID = 99950
Emulated Cell ID’s
E1l = 6553601

E2 = 6553602
PLMN ID = 99950

KEYSIGHT

Server F: 10.20.4.1

Energy Data
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- N2(AMF) & N3(UPF)
Interface Taps

Server D:10.20.2.1

O-CUID = ID =

Server C: 10.20.85.1 Server B: 10.20.3.1

@ telegraf O-DUID=3 b)) telegraf O-DUID=1 g O-DUID =2

Fronthaul 7.2x Interface
I I I Server A: 10.20.40.1

Live Cells Emulated Cells
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Network KPI Dashboards

0-RAN UEKPIs

UE-side service, radio quality, and data-

session indicators collected during trials.

FH S-Plane KPIl Dashboard

Timing, synchronization, and S-Plane
indicators for the O-RAN fronthaul.

KEYSIGHT

Live Network Energy E O0-CURANKPIs
Consumption

0O-CU counters, control-plane health, and
O-RU power draw, energy trend, and central unit service metrics.
operational efficiency measurements.

VisionWorks Dashboard System Workloads

VisionWorks-powered analytics from Compute, container_, and node workload
Vision X Packet Broker data for the 6G- telemetry for the private 5G platform.
SANDBOX O-RAN trial network.

© Keysight Technologies, Inc.

O-DU RANKPIs

0-DU performance, scheduler behavior,
and distributed RAN processing signals.

Nemo Handy
Measurements
Keysight Nemo Handy drive-test

measurements: throughput and radio
conditions from the field.

16



O-RAN UE KPIs

Datasource  influxdb ~ Bucket Ran_KPls ~ Host fuerteventura - o-DUID 3 ~ RNTI (UE Identity) Al X X~

v Live UE Demographics & Real-Time Matrix

Peak Concurrent UEs O UE Status Matrix (aggregated) ©

rnti
17969
18375
21813
52887

~ RF Signal Quality & Link Adaptation (Time Series)

Link Adaptation (CQI vs MCS Split Axis) ©

30
25

20 ] l‘

15:00 1515 15:30
Name

16:45 17:00 715 17:30 17:45

= cqi 17969
— cqi 18375

— reiian2
~ L1/L2 Baseband Latency & Physical Distance

& Baseband L1Scheduling Latencies O

‘\\.

TnY

« @ 2026-06-04 15:00:00 to 2026-06-04 21:00:00 ~ » Q@

& rer 2]

cqi di_brate di_mes pusch_snr_db ta_ns. ul_brate ul_mes 0
5 280 0 2.49 -30.2 6504 2
13 3672 15 733 -52.2 16808 0
-1 2 ] 144 187 8448 5
A A a s5A aaa a a -
MAC Layer Payload Throughput (DL/UL Split Axis) ©
14 Mbfs
200 Mb/s 12 Mbfs
150 Mbjs | J 10 Mb/s
8Mb/s
100 Mby/s 8 Mb/s
4 Mb/s
50Mbjs J
o VU O TR e bl o 2
1815 18:30 18:45 19:00 19:15 19:30 19:45 20:00 20:15 20:30 20:45 210 15:00 1515 15:30 15:45 16:00 18:15 16:30 16:45 17:00 1715 17:30 17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 19:45 20:00 20:15 20:30 20:45 21:00
Last. Max Mean Name Last Max Mean
278 5.40 3.85 = di_brate 17969 1.92 kbfs 183kb/s  32.6 kb/s
125 135 127 = dl_brate 18375 385kbfs 107 Mb/s 67.3 kb/s
287 = na — 1 heata mar2 AR 2 AR MRE 107 bhic

RF Timing Advance (Distance Tracker) ©

I
| ‘_‘.v‘,krl‘lu,‘\.,\kJw‘\}*\.‘\ .

" p \ “l L"‘ "W Wbm LW‘\ .JWJ

15:45  16:00 1615 16:30  16:45 17:00 17:15 17:3:) 17:45 18:00

= avg_ce_delay 17969
= avg_ce_delay 18375

P P
v Advanced UE Diagnostics & Error Tracking

A RF Health & Error Correlator (BLER, SNR, RSRP) O

815 18:30 18:45  19:00 19:15 19:30 1945 20:00  20:15  20:30  20:45 210 15:00 15:15 15:30 1545  16:00 815 16:30 1645 17:00 715 17:30 7:45  18:00 815 18:30 1845  19:00 1915 19:30 1945 20:00 20115 20:30  20:45 210

Mean Max Name. Max Mean
2.93ms 3ms = pucch_ta_ns 17969 331ns  587ns
300ms  301ms = pucch_ta_ns 18375 703 ns 108 ns.
207 me 2me — unnh 02 ne a12 R77me  9REne

p G e . ] . ; ’ vy A 4048
“?\m gpuh\ﬂuv\ v mm-mlww‘; . D "‘r}l ”I . S et e - »'l R T ! g b # 208
1000 2 B , & ’ h I e 1W : B 9 L 1 fl ( ‘ fam
500 I i B | 5 ' A ' ' 2048
ol : L I ' | A J L LIS I D3
15:00 15:10 15:20 15:30 15:40 15:50 16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30 17:40 17:50 18:00 18:10 18:20 18:30 18:40 18:50 19:00 19:10 19:20 19:30 19:40 19:50 20:00 20:10 20:20 20:30 20:40 20:50 21:00
Name

= dl_nof_nok 17969
== dl_nof_nok 18375

KEYSIGHT

© Keysight Technologies, Inc. 17



Observed O-RAN Anomalies Under Stress Conditions

Signaling Storms and Handover-Induced O-DU Stress
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data converge
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Data Management: Al RAN Solution Workflow

e Varied data sources
e Data curation

Deployed Al Model Al-ready Training Data

* Model validation
* Model deployment
(Lab, Digital Twin, or Live)

* Model design & development
* Model training
* Model evaluation

Candidate
Al Model

~‘W KEYSIGHT © Keysight Technologies, Inc.

20




Keysight Al RAN Solution Workflow— Detailed View

Network

Digital Twin

Emulated Testbeds

W KEYSIGHT © Keysight Technologies, Inc.
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Merging Data Sources

Real live data, emulated data, synthetic data

AV KEYSIGHT

© Keysight Technologies, Inc.

Data Importinterface

Al Platform

Data Management API

22
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Intelligent Anomaly Detection — First 6G Al Capability

Al learns “normal behavior” and detects anomalies in _ _ .
RAN & core. Keysight Automated RCA and Visualization Platform

Digital Twin enables safe training on known faults
before deployment.

Keysight provides:
Anomaly modeling
Root-cause analysis tools

Visualization platforms (UE-centric, geographic views

Keysight solutions produces Immediate
commercial value:
reduces OPEX and improves network reliability

KEYSIGHT © Keysight Technologies, Inc. 24



Intelligent Anomaly Detection — First 6G Al Capability

77

\KEYSIGHT

Demo:

Intelligent Anomaly Detection
and Root-Cause Analysis
Powered by Al/ML

in Nemo Analyze~
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Conclusions

From Digital Twin to Autonomous 6G: Key Takeaways

High-fidelity digital twins provide risk-free scenario testing, synthetic data generation, and reliable Al model
validation — the foundation of trustworthy 6G intelligence.

Cloud-native observability and O-RAN telemetry deliver the visibility needed to understand network behavior and
drive data-based optimization.

Combining live, emulated, and synthetic data ensures high-quality, consistent, and scalable datasets for training
and improving 6G Al models.

Learning “normal” behavior enables early anomaly detection, Digital-Twin-based diagnosis, and automated
root-cause analysis across RAN, Core, and Cloud.

KEYSIGHT © Keysight Technologies, Inc. 26



Al RAN Simulation
Toolset

RaySim MTRX/Propsim FieldFox

WirelessPro System Design

Keysight uniguely spans the
, positioning us as the
on their
path to

Vision X Packet
Broker

AC/DC Power
analyzers

X-series SA/SG UE&RuUSIM UXA Scope WaveJudge VisionWorks LoadCore

© Keysight Technologies, Inc.
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